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Mitigating user-based
risk with security
awareness training

The weakest links
For all the best efforts of security experts and practitioners
armed with cutting-edge technologies and robust, frameworkbased controls, there remains a glaring hole in the defenses of
many organizations.
End users—employees, executives, contractors, customers—
continue to represent the weakest link in the security chain. The
growing number of non-technical users accessing more areas
of the corporate network and working with increasing amounts
of sensitive, mission-critical data only exacerbates the matter.
While security service providers are rightly focused on providing
the best technical controls and developing defense-in-depth
programs for clients, the matter of mitigating the risk
introduced by system users goes untended in many security
services practices.
As midmarket clients increasingly look to MSSPs to assume
the role of virtual CISO for their organizations, it’s incumbent
upon—and profitable for—services partners to develop and
deliver robust security training and awareness campaigns
that augment the security program at large.
This high-touch service is a valuable addition to the security
practitioner’s line card and demonstrates the service provider’s
commitment to comprehensive defenses and holistic,
overlapping controls to safeguard the organization and
its most critical digital assets.

Contents
The weakest links

1

End user training imperative

2

Evolving training and awareness

2

Building the program

2

Establish roles and responsibilities

3

Developing the awareness curriculum

4

Attaching metrics and milestones

5

Conclusion5

Security

End user training imperative

Evolving training and awareness

Of all of the threats facing modern businesses, the risk
introduced by bad behavior on the part of end users is
among the most pressing, and the issue is exacerbated
among small and midsize companies.

One of the chief criticisms of security awareness and training
programs stems from the somewhat circular argument that, if
such education efforts were truly effective, they would’ve made
themselves obsolete by now. The fact that users continue to
put their organizations in peril is proof, detractors argue, that
legions of non-technical users can’t be effectively taught to
obey security best practices and will always represent a large
risk to the organization.

A survey by Cyren-Osterman Research found that 63% of SMB
IT managers increased security spending in the past year
by an average of 27%. Less than half of those IT professionals,
however, said they were confident that they can prevent data
breaches and protect against threats, such as phishing
and ransomware.
According to Verizon’s 2019 Data Breach Investigations Report,
phishing attacks targeting end users accounted for 32% of
successful breaches, making it the most prevalent form of
attack. Roughly one in three compromises studied by the
Verizon researchers involved some form of social engineering
of users including pretexting, bribery, forgery, extortion or some
other form of malicious influence.
Despite the fact that the user base remains the most glaring
point of entry for attackers, research by Mimecast last year
found that 55% of businesses don’t offer formal, mandatory
security awareness training. Even among those that do, just 6%
conduct monthly sessions, while 10% deliver training only when
onboarding a new employee.
The research also reveals that close to one in four employees
are unaware of common security threats, such as malicious
links and ransomware. Close to 70% use company-owned IT
assets for personal use, including emailing, web surfing and
posting to social media, without regard for known risks.
Tackling the thorny problem of user training and security
awareness features prominently in the most popular security
frameworks, including the NIST cybersecurity framework
(CSF) and the Center for Internet Security’s 20 Critical Security
Controls (CSC 20). The “Protect” function of the NIST CSF calls
specifically for empowering staff through awareness training,
including role-based and privileged user training.

This us-against-them debate fails in three key ways. First, it
ignores the poor job security leaders have done thus far in
creating and deploying robust, meaningful training opportunities
in most organizations.
Next, it focuses entirely on formal training regimens and omits
vital, informal efforts to raise the infosec consciousness and
culture of an organization by making security a routine part of
business process discussions.
Finally, training programs often view the user as the root of
the problem. In fact, a proper security training and awareness
program sees users as assets that, when properly enabled
with knowledge and skills, are contributors to the overall
digital defense.
Security awareness has changed dramatically in the past
decade, moving from a pure compliance-focused initiative to a
discipline driven by implementation of comprehensive programs
that focus on long-term behavioral change strategies.
Partners looking to promote security awareness and training
offerings as a part of their security services practices must
come prepared to make awareness a part of the client’s
overall risk management process, deliver behavior-based
security education content to multiple audiences in multiple
formats, and make the outcomes of security training
measurable and actionable.

Building the program
The purpose of a security awareness training program is to
alter human behavior by identifying bad or risky habits and
replacing them with more secure reflexive actions. While
that seems pretty straightforward, the security partner at the
outset will do well to crystalize precisely what the program is
designed to do in the context of a client’s unique situation. Is
the company trying simply to communicate proper security
behavior, or is it working to develop and nurture an entire
culture of security? Does it want a strong, security-minded
workforce, or is it mainly trying not to run afoul of regulators
or suffer embarrassment in the media?
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Formalizing the primary goal helps inform the development of
the rest of the program, which follows a path like this:

Establish roles and responsibilities
Before structuring the actual curriculum, it’s important to
establish key roles for managing the program in both the
service provider and client organizations.
Security awareness manager
This is the key contact in the service provider organization
responsible for building and expanding the structure
and scope of the program. This person will spend much
time engaging with the client’s employees, so the role
demands a mix of technical acumen and strong people and
communications skills.
Awareness and training senior leader
This champion of the program will likely come from within
the client organization. Depending on a company’s size
and structure, it might be the CIO or another senior leader
who can provide input and guidance regarding executive
concerns, represent the goals of the program to senior
leadership, and generate support for the project (particularly
the mandatory participation portions) across the organization.
Internal communications representative
Security awareness programs generate a great deal of
content and demand a lot of communication with the
client’s workforce, partners, contractors and more. If the
client organization is large enough to have a corporate
communications department, a representative from that unit
should be included to coordinate and approve messages
being sent to the various audiences within the organization.

Full-time employees
Definition: Generally the largest pool of learners, these are
all of the company’s workers, other than the special cases
noted below and not limited by agreements or statutory
restrictions, such as contractors and freelance workers.
In most regulated industries, these FTEs are required to
complete basic awareness training as spelled out in the
client’s compliance policies.
Reason to train: Training the FTEs helps establish the level
of security awareness and a baseline of security-related
behavior in the organization. Getting the FTEs up to speed
often addresses the most glaring security behavior problems
and quickly raises the level of security across the company.
What they need: FTEs need a high-level view of the client’s
security policies along with a drill-down on acceptable use,
data classification and relevant regulatory requirements.
Hands-on modules for FTEs should include phishing
exercises, incident recognition and reporting procedures.
Training should be offered as part of new-hire orientation and
then annually thereafter.
Special circumstances: It should be kept in mind that FTE
training must be offered in all of the languages dictated by the
client’s current human resources policies.
Contractors, freelancers and supply partners
Definition: Anyone working within the client network with
access to data but without FTE status falls under this
heading. Some of these non-employees have significant
network access and may even be using company credentials
and company email addresses.
Reason to train: Though they often share the same level of
access as FTEs, outside users can pose greater risk since
they’re not beholden to the tenets of the client’s employment
contracts or to the company’s various policies for things
like authorized use. From a risk perspective, they should be
viewed much like FTEs and be trained based on their roles
and work profiles.
What they need: Similar to FTEs, contractors and other
outside users need instruction on password policies and
practices, authorized use, phishing exercises, incident
recognition and reporting procedures. Training should be
mandatory as part of the onboarding process, with ongoing
annual verification and certification thereafter.

Define the student body
With the program leadership established, the training provider
can now start to identify the trainees in the organization and
craft customized approaches to content and delivery that
address the unique needs of each constituency. Some of the
most common types of trainees encountered include:

Special circumstances: Training for contractors often
requires customization to match the individual user’s
relationship with the client. Legal contracts may be needed to
facilitate mandatory training of outside resources.
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Privileged users
Definition: These can be FTEs, consultants, contractors
or trusted suppliers—indeed, any users that have special,
high-level access to IT systems and digital resources.
Most privileged users are found in and around the client’s
IT organization, with roles such as system administrator,
network engineer, developer, database administrator and
help-desk representative.

Special circumstances: Despite statistics that indicate
they’re at the greatest risk for many types of digital fraud
and social engineering, top execs are often resistant to
training classes. One useful approach is to train the executive
assistants first and enlist them as co-trainers who can help
educate the leadership.

Reason to train: Because of the power of their credentials
and the risks associated with their compromise, privileged
users need role-specific training. As a matter of policy, the
client should consider successful completion of the training
a requirement for outside contractors before network access
is granted.
What they need: Privileged users should be trained in
identity and access issues, password practices and hygiene,
spear phishing and insider threats as their roles dictate.
Training should be mandatory during onboarding with
recertification by live training or online thereafter.
Special circumstances: As privileged users serve in
mostly technical roles with complex needs for individual
security controls, it’s important for the partner, through
the awareness and training senior leader, to involve a
representative from each IT group to help develop and deliver
the specialized training in a way that’s effective and palatable
to the audience.
Company executives and staff
Definition: It can be difficult to separate top-level executives
and their staff of admins and assistants, as the former often
delegate tasks—and high-level system access—to the latter.
As such, all employees in and around the C-suite should be
trained similarly.
Reason to train: Top-level executives and their staff
represent a significant risk to the organization, partly
because of the level of system access they’re granted (often
unnecessarily) but mostly because they’re prime targets for
financially motivated criminals.
What they need: Executive training is among the toughest
challenges for the awareness program provider. These
users need highly customized instruction in business email
compromise and the risks associated with their routine
access to sensitive information and frequent international
travel. Annual training should be delivered live, flawlessly
produced and delivered with a high degree
of professionalism.

Developing the awareness curriculum
The roster of security awareness students determines the
subject matter and content necessary for the training program.
Some topics are universal; others will arise from the client’s
unique situation or vertical specialty.
At the outset, it’s best to keep the syllabus short, sweet and
limited to the subjects related to the areas of greatest concern
in the context of the client’s threat model and risk mitigation
strategy. A typical security awareness training program
will address:
• Identifying and resisting social engineering
• Identifying phishing and business email
compromise attacks
• Incident reporting
• Recognizing ransomware
• Authorized use policies
• Password policies
• Mobile device security
• Social media and concerns about operations security
• Remote systems access
• Wi-Fi security
• Safe web surfing
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With those topics in hand, the awareness training service
provider should be prepared to motivate and engage on
both the organizational and individual level. A company-wide
approach serves to strengthen security culture by addressing
behavioral change from the top down. Meanwhile, individual
engagement efforts empower users to make better infosec
choices in a way that raises the security bar from the
bottom up.

• Phishing simulation victims (including number of repeat
victims)
• Users detecting and reporting phishing email
• Devices reported lost or stolen
• Data destruction compliance stats
• Strong password use
• Social engineering recognition
• Requests for security briefings to other business units
These should be assessed at least quarterly, with the
exception of data destruction compliance, which can be
sampled randomly.
Compliance metrics
Designed to satisfy compliance and auditing efforts, these
metrics measure what the program does, who it affects and
how the training is accomplished. They include:
•
•
•
•

Attaching metrics and milestones
To measure the effectiveness of an awareness training program,
it’s necessary to track a number of key metrics that measure
performance in terms of strategies, behavior and compliance.
Strategic metrics
These are designed to measure how effective the awareness
program is in support of the client’s overall security and risk
mitigation goals. They include:
•
•
•
•
•
•
•

Average time to detect an incident
Security policy violations
Data loss incidents
Infected computers
Improper privileged access use
Misconfigurations of systems or applications
Compliance or audit violations and fines

As a rule, strategic metrics should be handled monthly; stats
on violations and fines, however, can be compiled annually.
Behavioral metrics
These, which measure the effect of training on user behavior
and attitudes across the client organization, include:

Number of employees successfully trained
Types of reinforcement training
Stats on users completing reinforcement training
Signed statements of completion and agreements to
comply with policies

Reinforcement stats should be compiled monthly; the
remaining compliance metrics should be tracked through
annual reporting.

Conclusion
Users don’t have to be the soft spot in an organization’s
otherwise hardened defenses against cybercriminals. Managed
security service providers who are already helping clients craft
risk mitigation strategies and security policies are in a prime
position to make the customer’s employees part of the infosec
solution rather than part of the problem.
Security awareness training services are increasingly finding
a place among the offerings of MSSPs that embrace a
comprehensive and holistic approach to protecting clients.
High-touch, high-value training services not only improve
clients’ security posture, they also give providers an opportunity
to differentiate their security practices and capitalize on a fresh
opportunity in a crowded marketplace.
Want to learn more about helping your customers mitigate userbased security risks? Email Ingram Micro’s team of experts at
cybersecurity@ingrammicro.com.
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