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Healthcare and IoT: a potent prescription
IoT is transforming healthcare

Few technology disciplines can legitimately claim to be
a matter of life and death. For practitioners working to
transform healthcare through the innovative use of smart,
connected devices, the Internet of Things truly is saving
lives and improving the human condition.
Whether in the smallest remote clinics or at the largest
urban hospitals, IoT in healthcare is changing the way
medical professionals manage facilities, diagnose illness,
administer patient care and more. Doctors increasingly
want real-time data monitoring to manage patients with
chronic diseases and monitor medications. Patients,
meanwhile, want faster, better ways to send alerts to
medical teams and engage with their healthcare providers.
Strategic use of remote monitoring, mobility and data
analytics has proven to reduce readmissions of patients
with ailments such as high blood pressure, diabetes,
epilepsy, asthma and congestive heart failure.
As a result, the burgeoning global market for healthcarerelated IoT topped $147 billion last year and is expected
to grow around 20% annually to $534 billion by 2025.1
Healthcare IoT represents a significant opportunity for IT
solution providers, particularly those that can leverage
existing medical industry IT practices to promote
transformative initiatives that combine cutting-edge
connected devices with targeted analytics and other
related services.
In this guide, we’ll examine use cases and best practices
for optimized deployments of IoT technologies in healthcare
organizations, along with potential challenges and
obstacles to be overcome on the path to improved medical
practice management and patient care.

How healthcare leverages IoT

Over the past decade, IoT initiatives in healthcare have
blossomed from small-scale trials to near ubiquity among
modern medical providers. IoT devices can be found in
smart, self-adjusting hospital beds and cloud-connected
home drug dispensers.
Nearly two-thirds of healthcare organizations (60%) had
deployed IoT devices as of 2018, and more than 87% plan
to implement IoT technology by the end of 2019. Eight in 10
healthcare technology decision-makers say increased
innovation is the key benefit of IoT.2

IoT has proved so potent in healthcare because it’s so
effective for providers and patients alike. Today, the
majority (73%) of healthcare organizations use IoT for
monitoring and maintenance. Patient monitors account
for 64% of IoT technology deployed, followed by facility
energy meters at 56%.3
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Use cases

IoT technologies continue to develop and improve, creating an everevolving list of beneficial and profitable use cases for solution providers.
Ensure availability of critical hardware
Technology is ubiquitous in the modern hospital, a fact that creates a
critical imperative for healthcare organizations. These life-sustaining
devices must be available and running at peak performance at all times.
To minimize risk, healthcare organizations are turning to IoT for devices
that can monitor critical systems for maintenance status, power
conditions and indications of imminent failure, alerting staff before such
problems can adversely affect patient care.
Track medical staff, patients and inventory
Hand-in-hand with improved patient care comes the task of ensuring
safety and security in medical facilities. IoT devices are increasingly
being deployed to track patients, visitors and staff across multiple
locations to maintain the integrity of the clinical environment, gain
visibility into the movement of human assets across the organization
and provide granular access control for sensitive areas of the facilities.
IoT-enabled sensors are also used to track physical assets and
inventory, especially controlled substances, such as prescription drugs,
to facilitate loss prevention and prevent misuse.
Better manage clinical infrastructure
Hospitals and clinics are complex environments of connected
departments. Care units, operating rooms, pharmacies, supply
warehouses, administration, recordkeeping and more must all operate
in sync. While many facilities still use filing baskets and whiteboards to
keep track of assets, IoT is giving more modern facilities a better way to
schedule assets and share information.
Real-time data on who’s doing what and where across the clinical
infrastructure is key to reducing both costs and wait times.

1. Research and Markets, “Global Internet of Things in Healthcare Market 2018-2025,” March 2019, https://www.researchandmarkets.com/research/k6q9wl/global_internet.
2. HPE, “The Internet of Things: Today and Tomorrow,” http://chiefit.me/wp-content/uploads/2017/03/HPE-Aruba_IoT_Research_Report.pdf.
3. Ibid.
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Overcoming challenges
Implementing IoT solutions in the high-stakes environment of a medical facility is not without its obstacles.
Solution providers looking to capitalize on the opportunity in healthcare IoT will not only have to
evangelize on promising use cases but also be adept at overcoming the most common challenges to such
deployments. Among the more vexing problems that must be addressed:

Just like any other IT assets, the devices in an IoT environment need to be
inventoried and managed. A key challenge for healthcare IoT practitioners is
keeping a large number of devices from multiple vendors diligently patched and
updated. Few tools exist to help manage these heterogeneous environments,
often resulting in tedious, manual processes that scale poorly.

DEVICE
MANAGEMENT

Adding to the challenge, many healthcare IoT devices find their way out of
the hospital, being sent home with patients to facilitate remote treatments.
The security posture and update status of these remote devices are as
critical as any located inside the organization. Solution providers will need to
find ways to account for all mobile devices and wearables and ensure they’re
properly maintained.
Vendors such as Microsoft and Intel are developing agnostic platforms to roll
up IoT device management under a single pane of glass. For now, however, the
bulk of the responsibility for monitoring device operations, device configuration,
asset inventory and firmware updates will fall to the provider administering the
system at large.

IoT in healthcare is still relatively young, and yet a whopping 89% of healthcare
organizations say they have suffered from an IoT-related security breach.4
Ensuring the confidentiality, integrity and availability of the vast amount of
data generated by medical devices is a top-tier requirement for any trusted IT
services partner with a healthcare IoT practice.

SECURITY

In addition to ensuring IoT devices are kept patched and updated, solution
providers need to implement specific controls to surmount the space’s
security hurdles. Best practices call for judicious use of encryption for data at
rest and in motion and for maintenance of multiple, segmented networks or
VLANs for IoT devices.
As with all critical systems, healthcare IoT environments need to be monitored
diligently for suspicious or unauthorized activity, and only those vendor devices
with a documented ability to comply with regulatory requirements, such as
HIPAA, should be allowed onto the network.

Even the most secure and well-managed IoT environment will generate large
volumes of data that needs to be ingested, processed, analyzed and integrated
with existing systems in order to realize the initiative’s full potential.
Much healthcare IoT data today remains siloed, the result of poor integration
with current electronic health record (EHR) systems. No matter how robust the
stream of remote, real-time sensor data on a patient’s condition, it’s of little
value if it can’t be merged with historical medical records and charts.

INTEGRATION

Also, thwarting integration efforts is the growing number of devices with
proprietary sensor and data formats and different methods of wireless
connectivity. Patients often need to use more than one device; the lack of
standards and the need for multiple access points can drive up costs and
reduce usability.
In 2018, the U.S. Food and Drug Administration issued nonbinding guidance to
encourage standardized management of medical devices. For now, however,
the onus is on solution providers to put together systems that minimize
integration barriers and promote frictionless data collection and analysis.

4. Ibid.
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Healthcare IoT’s future

IoT is only beginning to realize its potential to remake
medicine as we know it. Use cases will continue to evolve
as both medical professionals and technology practitioners
refine the various networked sensors and connected
devices available and innovate ways to combine healthcare
telemetry for reduced costs, increased productivity and
improved patient outcomes.
The task of shepherding healthcare IoT from emerging
technology to the foundational aspect of health IT falls
to solution providers. As trusted advisors, partners need
to help hospital administrators and other healthcare
technology decision-makers realize IoT’s bold benefits while
also managing its risks and mitigating its challenges.
With healthcare IoT, it’s about purpose, not products.
Meaningful conversations with clients about specific
business and healthcare outcomes are crucial to building
both trust in the solution provider’s practice and interest in
cutting-edge, connected technologies that lower costs, fuel
growth, help patients and save lives.

Next steps
Realize the promise of IoT in healthcare with Ingram Micro. We can help you get started in IoT with
our selection of solutions, kits and components to accelerate your IoT journey.
Contact your Ingram Micro sales representative or get in touch with us at iot.ingrammicro.com/contact.
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