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Today’s smaller business organizations represent something of a security
conundrum. Increasingly, SMBs are taking advantage of the latest emerging
technologies like cloud, IoT, AI and big data to give them digital capabilities
once available to only the largest, best-funded companies.
The trend increases an SMB’s ability to compete on a global scale; it also
exponentially increases the amount of critical data they must protect and the
attack surface they must defend. They may be technologically advanced, but
the cost and complexity of constantly evaluating an endless array of security
solutions, managing a never-ending parade of threats and mounting multilayer
defenses remain mostly beyond their means.
That’s made SMBs and other smaller organizations ripe targets. According to the
2019 Verizon Data Breach Investigations Report (DBIR), 43% of cyberattacks last
year targeted SMBs. A missed software or hardware patch here or a misguided
click on a phishing email there can leave critical systems in the dark for weeks
and sensitive data at the mercy of financially motivated hackers. Witness the
recent rash of targeted ransomware attacks against city governments and
civil services.1
To fill the gap between digital aspiration and defensive reality, many SMBs
are turning to trusted partners with the expertise and capacity to deliver
comprehensive, effective security controls and response mechanisms. The
security-as-a-service (SECaaS) approach promises to deliver enterprise-grade
protections under a monthly payment model most small organizations can afford.

SECaaS on the rise
The concept of outsourcing security functions isn’t new. Organizations of all sizes
have relied on trusted security service providers for decades, in a global market
that’s projected to grow from $24 billion in 2018 to nearly $48 billion by 2023,
representing a compound annual growth rate (CAGR) of nearly 15%, according
to research firm MarketsandMarkets.
Resource-strapped companies have found that it makes good, strategic sense to
turn over infosec responsibilities and security hygiene tasks like email and web
filtering, as well as endpoint protection, network security monitoring, firewall
management, and intrusion prevention and detection to trusted partners.

The New York Times, “Hackers Are Holding Baltimore Hostage: How They Struck and What’s Next,” May 22, 2019, https://www.nytimes.com/2019/05/22/us/baltimore-ransomware.html.
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Even organizations with some local IT and security capabilities
are now choosing to outsource more advanced infosec
tasks, any of which can reduce capital investments in security
infrastructure hardware and software and free up in-house
admins to focus on mitigating risks that closely align with
the business.
Over time, security services have shifted from the traditional
managed security service provider (MSSP)—delivering
security monitoring and alerting along with basic controls in a
hybrid on-premises and remote model—to SECaaS providers
offering all manner of data and network protection, as well as
response, remediation and digital forensics services under a
cloud-first delivery model.
SECaaS gives customers the advantage of a simple monthly
payment model that covers all of the security bases.

Typical SECaaS offerings
As noted above, comprehensive security service providers
go well beyond traditional centralized monitoring and
management to include a host of defensive controls and
response capabilities. While they vary from provider to
provider, a typical SECaaS roster might cover:
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•

Vulnerability assessment and policy analysis: Audit a client’s
systems and security program to ensure appropriate risk
mitigation and regulatory compliance.

•

Identity and access management (IAM): Manage the
controls that provide authentication and access like user
directories, passwords, multifactor authentication, etc.

•

Web security: Employ and manage cloud-based web
application firewalls to monitor and block threats.

•

Data classification and loss prevention: Organize a client’s
information by level of risk and criticality and deploy
controls to track data use and movement.

•

Email monitoring: Provide effective security tools to detect
and block malicious emails, including spam and malware.

•

Encryption: Provide platform and cryptographic key
management tools to safeguard data at rest and in motion.

•

Security operations center (SOC)/security information event
management (SIEM): Aggregate security log and network
event information and apply automated and human
analysis to deliver filtered, actionable alerts.

•

Intrusion detection and prevention: Leverage machine
learning and other security automation tools to deliver
immediate notification of unauthorized access and first-tier
response to thwart attacks and minimize breach damage.

•

Business continuity and disaster recovery (BCDR):
Reduce the impact of outages and incidents with robust,
redundant, routinely tested cloud backups of all client data.

•

Compliance services: Apply industry-specific knowledge

of a client’s vertical business to keep security policies and
processes in line with applicable regulatory requirements.

The SECaaS advantage
Given today’s shadow-ridden threat landscape and fiercely
competitive market, SECaaS providers are well-positioned to
deliver value to clients. Examples include:
Lower costs. Outsourcing security precludes the need to
hire expensive and scarce in-house experts. Clients that
subscribe to security as a service reduce capital expenses
on assets like off-the-shelf security solutions. That’s not to
mention the savings businesses can realize in preventing
data breaches and tarnished reputations. According to the
latest research from Ponemon Institute, the average total
cost of a data breach is $3.9 million, with the average scale
of such a breach comprising more than 25,000 records.
Focus on core competencies. SMBs that outsource
security responsibilities like firewalls, vulnerability testing
and software patches free up internal resources to
concentrate on innovation and competitive differentiation
related to their own products and services.

Fortinet powers successful
security services
Fortinet offers a comprehensive slate of integrated security
solutions that give partners an unparalleled ability to build
a security services practice that’s robust, easy to manage,
flexible and scalable. Leveraging Fortinet’s Security Fabric,
solution providers can deliver SECaaS solutions like nextgeneration firewalls (NGFWs), secure wireless, sandboxing
and more.
The Fortinet Security Fabric empowers security as a service
with a slate of tightly integrated solutions from a single source,
all powered by FortiOS. This unified front is key to making
SECaaS effective for clients and both efficient and profitable
for partners. The fabric includes:
Fortinet Network Security brings together FortiGate
NGFWs along with robust management and orchestration
tools to deliver complete visibility and automated threat
protection across the entire attack surface.
Fortinet Secure Access includes FortiSwitch and FortiAP
for comprehensive security on the LAN infrastructure,
delivering the most flexible security platform with end-toend enforcement.
Fortinet Endpoint and Device Protection delivers
advanced endpoint protection for all user and devices
at the network edge. Fortinet Endpoint Visibility and
Protection solutions deliver device security that enables
security teams to see, control, and protect all devices
across the enterprise. FortiEDR delivers real time endpoint
protection pre-and post-Infection with automated
detection, response and remediation.
Fortinet Application Security leverages FortiWeb Web
Application Firewalls and FortiADC Application Delivery
Controllers for robust, integrated protection of web-based
applications and associated web traffic.
The Fortinet SECaaS program, a new offering from Ingram
Micro, is your next step toward establishing an MSSP practice.
Get in touch with our licensing team today to get started.

Contact
Ingram Micro's Fortinet market development experts
are ready to help you develop security solutions for your
SMB customers. Call (800) 456-8000, ext. 65390 or email
FortinetMD@ingrammicro.com for support.
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